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Abstract

Deep learning models for language are vulner-
able to adversarial examples. However, the
perturbations introduced can sometimes seem
odd or very noticeable to humans, which can
make them less effective, a notion captured
in some recent investigations as a property of
‘(non-)suspicion’. In this paper, we focus on
three main types of perturbations that may raise
suspicion: changes to named entities, incon-
sistent morphological inflections, and the use
of non-English words. We define a notion of
adversarial closeness and collect human anno-
tations to construct two new datasets. We then
use these datasets to investigate whether these
kinds of perturbations have a disproportion-
ate effect on human judgements. Following
that, we propose new constraints to include
in a constraint-based optimisation approach to
adversarial text generation. Our human evalu-
ation shows that these do improve the process
by preventing the generation of especially odd
or marked texts.

1 Introduction

Adversarial examples, aimed at deceiving machine
learning models by making subtle changes to the
inputs, are often highly successful (Li et al., 2019;
Eger and Benz, 2020; Garg and Ramakrishnan,
2020, for example). Three such adversarial text
examples are given in Table 1. Several adversar-
ial attacks on Large Language Models (LLMs)
also show success, where the attacker prompts
LLMs to generate context-preserving word replace-
ments (Wang et al., 2024) or manipulates the LLMs
through prompt injection (Shi et al., 2022; Zou
et al., 2023). Relatedly, there have been a few
attempts to humanise LLM-generated sentences
by applying adversarial attacks on them to bypass
Al-text detectors (Zhou et al., 2024; Cheng et al.,
2025). For image (Szegedy et al., 2014; Carlini
and Wagner, 2017; Ma et al., 2018, for example),
the added noise in the input is typically required to

be imperceptible to humans, such that if the origi-
nal and adversarial variants were side by side, the
change would not be noticeable. However, texts
are more complex as the modifications in this con-
text are visible, and they have to maintain semantic
similarity to the original.

In scenarios where human perception matters—
such as reviews attempting to bypass filters that are
intended to be read by humans, or phishing emails—
adversarial texts should not be dismissed by read-
ers as machine-generated. To this end, Morris et al.
(2020a) introduced the concept of (non-)suspicion,
which focuses on whether a human reader can de-
tect that the text has been modified. This idea,
along with other constraints like semantics and
grammaticality, provides a new lens to evaluate ad-
versarial examples in NLP. Dyrmishi et al. (2023)
expanded this to a more comprehensive analysis
across several adversarial attacks, datasets, and at-
tributes of generated adversarial texts. Tonni et al.
(2025) followed that by considering suspiciousness
levels as graded rather than binary and used sus-
picion scores predicted by a regression model to
successfully generate less suspicious-looking sen-
tences.

In this work, we consider that particular types of
adversarial perturbations might strike human read-
ers as odd, such that they should be avoided if the
goal is to generate more natural-looking adversarial
texts. Specifically, we examine three such perturba-
tions: changes to named entities (NEs), changes to
morphological inflections or parts of speech such
that the results are inconsistent with the rest of the
text, and changes that introduce words not in the
original language. A few examples of all these
problematic scenarios are illustrated in Table 1 on
a few texts from a review website.

To determine whether, in fact, humans do per-
ceive adversarial texts with these perturbations as
particularly poor, we define a notion of adversarial
closeness — a measure of the human perception



orig. — every time I’ve ordered something from
Playcom something has gone wrong and that covers
the last five years stick to Amazon or eBay

adv. — every time i’ve ordered something from
playcom something has gone amiss and that blanket
the iast five aged stick to amazon or ebay

orig. — having spent a lot of time and money im-
porting gbics and dac cables from the us and china i
decided to leave the hassle
adv. — having spent a lot of time and money import-
ing gbics and dac yarn from the us and porcelain i
decided to leave the hassle

orig. — a saving of over is anticipated against my
next full years bill
adv. — a saving of over is anticipated against my

next holistic aged lois

Table 1: Adversarial texts generated from the TRUST-
PILOT dataset, with inflectional changes (top), named
entity changes (middle) and foreign language changes
(bottom). Changed words are in blue, with those related
to the specified perturbations in bold. See Sec 4.

of how similar adversarial texts are to the originals.
This goes beyond the notions of (non-)suspicion
noted above, which focus on the suspiciousness of
the adversarial sentence in isolation, whereas this
judgement is made based on both an original text
and its adversarial variant. The goal is to generate
better adversarial variants (e.g., in privacy applica-
tions (Faustini et al., 2025)), where the generator
will likewise have access to the original text, and
can potentially take advantage of the extra infor-
mation. While previous human evaluations have
focused on aspects like grammaticality or seman-
tic correctness (Garg and Ramakrishnan, 2020; Jin
et al., 2020; Li et al., 2019) separately, they don’t
fully capture the overall human perception of ad-
versarial sentences.

We then gather two datasets of human judge-
ments of adversarial closeness and use these to anal-
yse the effects on human judgements of our three
chosen perturbations, additionally supplementing
this with an analysis using automated readability
metrics. Following this, we add constraints on
these three perturbation types into an adversarial
generation method to assess whether this can be
used to improve human perceptions of adversarial
texts. We then carry out an evaluation compar-
ing regular adversarial texts and those with the
additional constraints. All our data and codes are
available.!

Overall, our contributions are three-fold:

1. Developing and publishing an annotated

"https://github.com/SJabin/AdversarialCloseness

dataset of human perceptions of the “adversar-
ial closeness” between human-written texts
and their adversarial counterparts, comple-
mentary to human suspiciousness.

2. Assessing the impact of selected perturba-
tions according to these adversarial closeness
scores, as well as on an automatic reading ease
metric.

3. Implementing new constraints on adversarial
sentence generation based on these selected
perturbations and carrying out an evaluation
that demonstrates that these produce better
quality adversarial sentences.

2 Related Works

Adversarial Text Evaluation. Morris et al.
(2020a) outlined four core properties of adversarial
text quality: semantic similarity, grammaticality,
overlap with the original text, and non-suspicion
of the human readers. These primary evaluation
metrics of adversarial texts are typically incorpo-
rated by the algorithms as sentence-generation con-
straints (Jin et al., 2020). Semantic similarity to
the original text is measured using metrics such as
Universal Sentence Encoder (USE)-based cosine
similarity (Jin et al., 2020; Garg and Ramakrish-
nan, 2020; Li et al., 2021; Liu et al., 2023; Chi
et al., 2022), or using a fine-tuned model as in Yoo
and Qi (2021). Grammaticality is assessed using
the word recognition model in Pruthi et al. (2019)
or part-of-speech-preserving word replacements in
(Jin et al., 2020; Ebrahimi et al., 2018; Garg and
Ramakrishnan, 2020). Overlap measures, such as
Levenshtein edit distance (Gao et al., 2018) and n-
gram-based metrics like BLEU (Wang et al., 2020;
Yildiz and Tantug, 2019), quantify differences be-
tween original and adversarial texts.

Human Evaluation. Some adversarial algo-
rithms rely solely on automatic metrics for evalua-
tion, while others incorporate human assessments.
Common human evaluation metrics include human
classification accuracy for the original task (Jin
et al., 2020; Alzantot et al., 2018; Garg and Ra-
makrishnan, 2020; Li et al., 2020), the similarity
of adversarial texts to the original (Jin et al., 2020;
Alzantot et al., 2018; Li et al., 2023, 2021, 2020),
and grammatical correctness (Jin et al., 2020; Li
et al., 2023, 2021, 2020). Beyond these, some stud-
ies also assess the naturalness of adversarial sen-
tences as in BAE (Garg and Ramakrishnan, 2020)
and detectability as in PWWS (Ren et al., 2019) by


https://github.com/SJabin/AdversarialCloseness

having human readers compare original-adversarial
sentence pairs.

Human Suspiciousness. The work of Morris
et al. (2020a) introduced ‘non-suspicion’ as a cru-
cial property to evaluate. On a movie review dataset
applying TEXTFOOLER (Jin et al., 2020) and GE-
NETICATTACK (Alzantot et al., 2018), they asked
human judges to rate semantic preservation (1-5
Likert scale), grammaticality (identifying errors),
and suspiciousness determined by whether judges
identified sentences as real or computer-altered.
They obtained 10 judgements per text and found
that 69.2% of TEXTFOOLER examples were judged
suspicious. Expanding this, Dyrmishi et al. (2023)
conducted a large-scale survey across 9 word-based
attacks and 3 datasets, evaluating validity, natu-
ralness (comprising suspiciousness, detectability,
grammaticality, and meaningfulness), and word-
level detectability. They found that 60.33% of ad-
versarial texts were judged as computer-altered,
compared to 21.43% of original texts, and humans
detected 45.28% of perturbed words in adversar-
ial texts. Following a similar setting, Tonni et al.
(2025) collected graded suspiciousness scores on a
1-5 Likert scale by human judges on a set of adver-
sarial movie reviews generated by TEXTFOOLER.
They also built regressors to predict human sus-
piciousness levels and adopted the regressors to
produce less suspicious sentences.

3 Adversarial Closeness Datasets

We define adversarial closeness as a measure of
how similar adversarial texts are to the original
sentences from the perspective of human readers.
In this section, we give details of preparing the
adversarial closeness dataset.

3.1 Collecting Human Annotations

On Amazon Mechanical Turk (MTurk),? we
present the original and adversarial sentences in
pairs to human judges, who annotate the extent
to which the adversarial texts remain close to the
original texts on an ordinal Likert scale ranging
from 1 (very close) to 5 (very different). We also
marked the perturbed words in both the real and
adversarial sentences with a distinct colour. MTurk
survey details and sample interface are in App D.
Due to the paired sentence scenario, we limit
to one adversarial attack method to avoid com-

2https://www.mturk.com/

MOVIEREVIEW TRUSTPILOT

Score Freq. %  Freq. %
1 103 17.08 176 9.77
2 150 24.88 503 27.93
3 146 2421 673 37.38
4 87 1443 363 20.21
5 117 19.40 85 4.71
Avg score  2.94 2.82

Table 2: Human score distribution of adversarial close-
ness for MOVIEREVIEW and TRUSTPILOT. Score
range is 1 (“very close”) to 5 (“very different”).

plications in scoring n-way comparisons (1 orig-
inal and n — 1 adversarial alternatives). We use
TEXTFOOLER (Jin et al., 2020) for two reasons: (1)
it performed well in the suspiciousness analyses of
Tonni et al. (2025), and (2) it was a key method
in the work of Morris et al. (2020a) and Dyrmishi
et al. (2023). We prepare the following annotated
datasets:

TRUSTPILOT (Hovy et al., 2015). This dataset
has customer reviews from the English subset (‘en-
uk’) with 985, 106 train records and 364, 855 test
records. It has, on average, 64 words and a max-
imum of 1136 words per sentence. We sampled
200, 000 training and 5, 000 testing records to fine-
tune a pre-trained BERTgasg model, choosing
“gender” to be the classification label with “male”
and “female” classes.> We apply TEXTFOOLER on
the 4,095 correctly predicted original sentences and
generate 3,426 successful adversarial sentences.
The test accuracy of the model is 0.819, which
goes down to 0.088 under attack.

We then select 1800 sentences for our human
evaluation and collect single judgements on 1500
sentence pairs (the DISTINCT SET) and collect 3
judgements on 300 sentence pairs (the COMMON
SET), a total of 2400 annotated sentences.

MOVIEREVIEW (Pang and Lee, 2005). The
Rotten Tomatoes Movie Review (MOVIEREVIEW)
sentiment analysis dataset* is obtained from Tonni
et al. (2025), with human suspiciousness annota-
tion for 1206 original and TEXTFOOLER generated
sentences (603 pairs). We further collect single an-
notations for closeness judgement on 540 sentence
pairs (distinct set) and 3 annotations on 63 sentence
pairs (common set).

3Binary categorisation is in line with the original setup of the
dataset of Hovy et al. (2015).
4Orig. data source: https://tinyurl.com/mssr27tr
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3.2 Analyses

Main results. The score distribution is presented
in Table 2. Here, we use the median scores for
the common set. The average closeness scores are
2.94 for MOVIEREVIEW and 2.82 for TRUSTPI-
LOT, very close to the midpoint 3, suggesting the
annotators have calibrated to the scale used.

Only 17.08% MOVIEREVIEW and 9.77%
TRUSTPILOT sentences are scored as 1, suggesting
that the adversarial perturbations in general are not
very close to the real sentences. High percentages
for the scores 4 (14.43%) and 5 (19.40%) imply
higher divergence from the original sentences on
MOVIEREVIEW, which is similar for TRUSTPILOT
(20.21% scored 4 and 4.71% scored 5). These re-
sults indicate that the perturbations frequently fail
to preserve key aspects of the original sentence.

MOVIEREVIEW and TRUSTPILOT score distri-
butions are fairly similar, with MOVIEREVIEW
scores being less concentrated around 3. Using
Shannon entropy as a measure of distribution flat-
ness, the score of 0.690 on MOVIEREVIEW indi-
cates that the scores are slightly more evenly dis-
tributed than those on TRUSTPILOT, with a score
of 0.616.

Differences between our closeness measure and
the suspiciousness measure of Tonni et al. (2025)
on MOVIEREVIEW dataset are in App. A .

In further analysis, we report the weighted av-
erage, taking the skewness of the data distribution
into account.

Inter-annotator agreement. On the common set
of MOVIEREVIEW and TRUSTPILOT sentences,
we analyse the level of agreement among the three
annotators. We note that although there is some de-
gree of common practice in NLP regarding metrics
for evaluating agreement on labels representing a
nominal factor (e.g., Cohen’s kappa), this is not the
case for ordinal factors like ours. Following Tonni
et al. (2025), we therefore use for our adversarial
closeness scale the approach of Vogel et al. (2020),
who calculate the average absolute deviation from
the median response of the judges for each sen-
tence; lower deviation means higher agreement.
For C annotators and k categories of the Likert
scale, the normalised annotator disagreement of
each sentence i is:

ki — k¢
C

o oxe

(€]

where k; is the median response to a sentence ¢

MOVIEREVIEW TRUSTPILOT
Overall6  0.61 0.62

Freq. %  Freq. %
C6;=0 9 1429 21 7.00
Co;=1 18 28.57 97 32.33
Co;=2 18 28.57 104 34.67
C4;=3 11 17.46 63 21.00
Co;=4 7 11.11 15 5.00
Wgt. avg.  1.846 1.851

Table 3: Average inter-annotator disagreements ¢ and
the frequency of §; levels on MOVIEREVIEW and
TRUSTPILOT closeness evaluation.

and k{ is the category supplied by annotator ¢ to
1. Overall disagreement level ¢ is calculated by
taking the average of the §;.

The overall disagreement level § and the unnor-
malised per-item disagreement frequency C'9; for
both the MOVIEREVIEW and TRUSTPILOT are pre-
sented in Table 3. ¢ is 0.61 for MOVIEREVIEW and
0.62 for TRUSTPILOT. To interpret these numbers:
for our Likert scale of 5 points with C' = 3 annota-
tors, the smallest possible value for § is O (perfect
agreement) and the largest possible value is 1.33,
giving a middling level of agreement. Surprisingly,
for MOVIEREVIEW, even with the added knowl-
edge of the original texts, we get the same level
of disagreement of ) = (.61 as the suspiciousness
ratings from Tonni et al. (2025) (where they also
use a S5-point Likert scale, so operate on the same
0 range), even though we might have expected the
suspiciousness scores (with less context provided)
to be more variable. Also, the perception levels
have notable variations, with a very small amount
of unanimous (C'9; = 0) judgements, 14.29% on
MOVIEREVIEW and 7% on TRUSTPILOT.

4 Selected Perturbations

An analysis of the adversarial sentences from Tonni
et al. (2025) reveals that highly suspicious sen-
tences have certain perturbed elements, which
likely contribute to their high suspiciousness scores.
We observe the same pattern in the dataset from
Sec. 3. In this section, we describe the three types
of perturbed elements that we focus on, with ex-
amples.> We then use the TRUSTPILOT dataset
to analyse the relationship of these perturbed ele-
ments to adversarial closeness scores, and also to
automated readability scores.

SExamples are available in the appendix, from MOVIERE-
VIEW in Table 14 and from TRUSTPILOT in Table 15.



Overall INFLECTPERT NEPERT LANGPERT
score Freq. % Freq. % Freq. % Freq. %
1 176 9.78 52 8.70 3 3.00 1 4.55
2 503 2794 175 29.26 21 21.00 9 4091
3 673 3739 216 36.12 45 45.00 7 31.82
4 363 20.17 126  21.07 23 23.00 4 18.18
5 85 4.72 29 4.85 8 8.00 1 4.55
Total 1800 598 100 22
Wgt. Avg.  2.82 2.84 3.12 2.78

Table 4: Human judgement distribution for the three
types of token perturbations on TRUSTPILOT, with
scores from 1 (“very close”) to 5 (“very different”).

4.1 Perturbation Types

NEPERT. This type covers altering the named
entities (NEs) in sentences. TRUSTPILOT in par-
ticular, due to being a product and service review
dataset, has a diverse range of NEs, perturbing
which may lead to unnatural sentences. In the 4th
sentence from Table 15, the word “china” (which
is clearly used in the sense of the country, as it is
paired with the US) is replaced with “porcelain”
in the below sentence with a closeness score of 5
from the human adversarial closeness data (very
different).

INFLECTPERT. In this type of perturbation, the
POS tag of a perturbation does not agree with the
possible inflection POS tags of the lemmatised to-
ken from the original word. To illustrate, consider
the 1st sentence from Table 15, with a closeness
score of 3. In this case, the word “technical”, is an
adjective (POS: ‘JJ’) and a lemma with no other
possible inflections. It is replaced by the word
“technician” (noun -‘NN’), which doesn’t align with
the possible inflected POS tags.

LANGPERT. We exclude from our analysis input
sentences that are completely or partially written in
another language.® Our interest is in the scenarios
when the adversarial algorithm substitutes English
words with words from different languages. For
example, the Sth sentence in Table 15, the word
“bill” was altered to “lois” (French for “laws’) with
closeness score of 4.

Counting up the occurrences of these perturba-
tion types in the TRUSTPILOT dataset, we found
that TEXTFOOLER produces 100 sentences with
NEPERT, 598 INFLECTPERT and 22 LANGPERT.

®Often writers use non-English words or sentences to express
strong opinions in reviews or posts.

Overall INFLECTPERT NEPERT LANGPERT

[ 0.62 0.62 0.72 0.73

Freq. %  Freq. %  Freq. %  Freq. %
C6;=0 21 7.00 4 3.31 3 3.00 0 0.00
Co;=1 97 3233 45 37.19 23 23.00 1 16.67
Co;=2 104 34.67 41 33.88 39  39.00 2 33.33
Co;=3 63 21.00 27 2231 25 25.00 2 33.33
Co;=4 15 5.00 4 3.31 10 10.00 1 16.67
Total 300 121 100 6
Wgt. avg.  1.85 1.85 2.16 25

Table 5: Inter-annotator disagreement level of the

TRUSTPILOT TEXTFOOLER sentences for INFLECT-
PERT, NEPERT and LANGPERT.

4.2 Analysis

Connection with human annotation. From Ta-
ble 4, among the 100 NEPERT sentences, 45 sen-
tences are scored as 3, 23 as 4 and 8 as 5, totalling
76 sentences that are identified to be fairly-to-very
different from the originals. Similarly, 371/598
INFLECTPERT sentences and 12/22 LANGPERT
sentences obtain scores between 3-5. In terms of
mean scores, the 3.12 for NEPERT seems quite
different from the overall mean of 2.82.

Additionally, the Table 5 illustrates the inter-
annotator disagreement levels for each perturbation
category. There is a slight increase from the overall
disagreement level (6§ = 0.61): for LANGPERT it
is 0.73 and for NEPERT 0.72 (for INFLECTPERT
close to 0.62). Similarly, the weighted average val-
ues of C'd; show a significant rise in the disagree-
ment levels of NEPERT (2.16) and LANGPERT
(2.5) compared to the overall level (1.85).

If we compare the average unnormalised C;
between with and without the perturbations, we
see the average is 2.16 for NEPERT and 1.69 for
sentences without NEPERT. Similarly, with IN-
FLECTPERT, the average is 2.2, which is 1.84 with-
out INFLECTPERT, and the averages are 1.85 with
and 1.84 without LANGPERT. For NEPERT and
INFLECTPERT, the average C'; is considerably dif-
ferent with and without perturbations. Also, we see
areduction in the unanimous agreement C'9; = 0,
which is observed to be 7% on the overall dataset,
but for NEPERT it is 3%, for INFLECTPERT is
3.31% and for LANGPERT it’s 0% suggesting a
higher disagreement in the presence of these per-
turbations.

To see whether these differences are meaningful,
we conduct a multiple linear regression analysis
(App. Table 12) between the three perturbation
types and closeness scores. Here, three perturba-
tions are the independent variables (one-hot coded),



Avg. Orig. FRE Avg. Adv. FRE

Overall 50.91 46.76
NEPERT 49.00 44.00
INFLECTPERT 48.89 44.01
LANGPERT 54.72 48.61

Table 6: Average FRE scores for TRUSTPILOT real and
TEXTFOOLER sentences, further separated into pertur-
bation types.

and their closeness score is the dependent variable.
The overall regression is statistically significant,
with p = 0.025 < 0.05. For the individual pertur-
bation types, only NEPERT demonstrates a signifi-
cant relationship with the closeness scores (p-value
of 0.003). Overall, as expected (given that there are
potentially many different types of perturbation),
these three types explain only a small proportion
of the variation in closeness scores (adjusted R-
squared 0.004).

Additionally, a similar analysis conducted on
300 sentences with multiple judgements against
the Cd; levels (dependent variable), to observe
whether these perturbations have any significant
impact on the inter-annotator disagreement levels,
is presented in App. Table 13. This regression is
similarly significant, with a p-value of 0.001, and
only NEPERT had a significant coefficient.

Connection with readability. Another method
of assessing the effects of these three types of per-
turbation is to look at changes in an automatic met-
ric. Here, we use the Flesch Reading Ease (FRE)
(Flesch, 1979) score, used in text quality assess-
ment to automatically classify text by the level
appropriate for learning readers in natural language
generation (NLG) (Deutsch et al., 2020; Pitler and
Nenkova, 2008) and text summarisation tasks (Luo
et al., 2022; Ribeiro et al., 2023).

FRE score (Flesch, 1979) is a readability test
designed to indicate how easy or difficult a text is to
understand based on the average number of words
per sentence and the average number of syllables
per word. We use the original formula as derived
by Rudolf Flesch (1979):

FRE score = 206.85 — 1.015 x M
total sentences 2)

total syllables

—84.6 x

total words
Details on the FRE are in App B. Recalling from
adversarial text literature, Garg and Ramakrishnan
(2020) argued that in many cases, adversarial al-

gorithms use low-frequency words to modify the

freq./total (%) Avg. diff. (})

Overall 1008/1800 (56%) 9.49
NEPERT 59/100 (59.00%) 10.25
INFLECTPERT  334/598 (55.85%) 11.29
LANGPERT 15/22 (68.18%) 11.32

Table 7: Frequency of TRUSTPILOT TEXTFOOLER sen-
tences that have lower readability scores than the origi-
nals and the average FRE score reduced by the attack.

original words. A few SOTA adversarial text detec-
tion algorithms also rely on the word frequencies
in the sentences (Zhou et al., 2019; Mozes et al.,
2021). The presence of such infrequent words in
sentences might impact the readability level of the
sentences as well.

From our investigation of the TRUSTPILOT data,
we find in many cases TEXTFOOLER replaces
words that decrease the FRE score, making the
sentence harder to read, in turn increasing the dif-
ference with the real text. Two such example sen-
tences are presented in App. Table 16. Building on
this observation, we analyse how much the read-
ability level goes down in the adversarial sentences
compared to the original ones. Table 6 illustrates
the result. As suspected, the overall average read-
ability level is 50.91 for original sentences and
46.76 for adversarial sentences, with a difference
of 4.15. The sentences of the three perturbation
groups show a similar trend having lower average
FRE for the perturbed sentences than the original
ones, for NEPERT sentences the average FRE score
of the original sentences is 49 and the adversarial
sentences is 44 (difference 5.00), for INFLECTPERT
the original average is 48.89 and adversarial aver-
age is 44.01 (difference 4.88) and for LANGPERT
the average FREs are 54.72 and 48.61 for the origi-
nal and adversarial sentences, respectively (differ-
ence 6.11).

Also as illustrated in Table 7, taking the differ-
ence between the readability score of each original-
adversarial sentence pair, we observe that for 1008
adversarial sentences out of 1800 sentences (56%)
the FRE score is less than the original ones, which
is 59 out of 100 sentences (59%) for NEPERT, 334
out of 598 sentences (55.85%) for INFLECTPERT
and 15 of 22 sentences (68.18%) for the LANG-
PERT sentences. For these sentences, where the
adversarial readability level is lower than the origi-
nals, the average difference in the FRE score is 9.49.
If we consider only the sentences having NEPERT,
INFLECTPERT and LANGPERT, this difference in



the readability level grows to 10.25, 11.29 and
11.32, respectively, indicating the inclusion of un-
natural words.

Considering the effects of selected perturbations
on both adversarial closeness scores and readabil-
ity scores, all the perturbations potentially have
notable impacts on the original sentences, so we
consider them all for constraints in the adversarial
generation process, below.

5 Generating Perturbation-Constrained
Adversarial Texts

In this stage, we propose a method TOKENCONSTR
to generate better adversarial sentences, by sketch-
ing three constraints on the perturbations described
in Sec. 4. We add these constraints in addition to
the TEXTFOOLER constraints. We then evaluate
the adversarial sentences produced by TOKENCON-
STR against baseline TEXTFOOLER ones on a new
set of human adversarial closeness judgements.

5.1 Experimental Setup

We use the TextAttack (Morris et al., 2020b) frame-
work’ and TEXTFOOLER as the baseline attack,
and add the following additional constraints:

NECONSTR. We restrict the algorithm to reject
the candidate sentences that alter the named entities
from the original sentence. To detect named entity
recognition (NER) changes automatically, we use
the SpaCy tagger® and restrict ourselves to four
types: ‘PERSON’, ‘GPE’, ‘ORG’ and ‘LOC’.

INFLECTCONSTR. This constraint is added in
two steps. First, using Morpheus (Tan et al., 2020),
we include some additional candidate sentences al-
tering the inflection of the original words. Then, we
place an additional constraint that rejects a candi-
date if the perturbed word’s POS form does not
align with the original word’s inflectional POS
forms. We use LEMMINFLECT’ to generate word
inflections. App. Table 11 shows an example.

LANGCONSTR. We restrict the modifications
of the words to non-English words. Using the
LangDetect module!? part of Google’s Language-
Detection library, we detect the possible languages
for each of the perturbed word. If for a transformed
sentence, English is not detected as a language for

7https ://textattack.readthedocs.io/en/master/
8h’ctps: //tinyurl.com/yc3t6amc

9https: //lemminflect.readthedocs.io/en/latest/
Ohttps://github.com/Mimino666/langdetect

TOKENCONSTR
TEXTFOOLER Scores
Scores 1 2 3 4
4 103 72 16 O
5 11 17 23 5

Table 8: Closeness score frequency of TEXTFOOLER
sentences constrained by TOKENCONSTR

any of the perturbed words, the constraint doesn’t
accept the sentence.

Additionally, we apply autocorrect Python spell-
checker'! and convert the sentences to sentence
case by using Pytorch-TrueCase library'? before-
hand to maximise the NE recognition.

We only consider TEXTFOOLER sentences from
TRUSTPILOT for which human judgement was
very poor (adversarial closeness scores of 4 and
5), giving us 449 sentences. We then apply the
NECONSTR, INFLECTCONSTR and LANGCON-
STR, together referred to as TOKENCONSTR, on
them.

Closeness ratings. We again collect human an-
notations on the TOKENCONSTR sentences’ close-
ness to the originals. Similar to Section 3, we
present both the original and the TOKENCONSTR
sentences in front of the human judges and ask
them to evaluate how close the modified sentence is
to the real one on the same 1-5 scale. We compare
the ratings of the TOKENCONSTR sentences with
the earlier collected ratings of their TEXTFOOLER
versions.

A few examples where TOKENCONSTR sen-
tences obtain better closeness scores in human eval-
uation are in App. Table 17. The first four exam-
ples contain named entities that were perturbed by
TEXTFOOLER. After adding the constraints, the
words “mike”’(NE tag: PERSON), “alamo”(NE tag:
PERSON), “china”(NE tag: LOC) and “gak” (NE
tag: GPE) are constrained by the NECONSTR in
those sentences.

5.2 Results and discussion

By implementing TOKENCONSTR we achieve a
reduction in the adversarial closeness score for 191
out of 364 sentences previously rated as 4, and 56
out of 85 sentences previously rated as 5, enhanc-
ing the quality of 247 sentences in total. A detailed
breakdown is given in Table 8, with the highest

Hhttps://github.com/filyp/autocorrect
Zhttps://github.com/mayhewsw/pytorch-truecaser
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TEXTFOOLER TOKENCONSTR

Score  Freq. %  Freq. %
1 176 9.78 196 10.89
2 504  28.00 596 33.11
3 671 37.28 795 44.17
4 364 20.22 182 10.11
5 85 472 31 1.72
Avg. 2.82 2.54

Table 9: Adversarial closeness score distribution of the
TEXTFOOLER and TOKENCONSTR sentences.

TEXTFOOLER TOKENCONSTR
Overall § 0.62 0.58

Freq. %  Freq. %
C6;=0 21 7.00 24 8.00
Co;=1 97 3233 106 35.33
Cé;=2 104 3467 109 36.33
C6;=3 63 21.00 47 15.67
Co;=4 15 5.00 14 4.67
Wgt. avg.  1.84 0.87

Table 10: Inter-annotator disagreement of TRUSTPILOT
TEXTFOOLER and TOKENCONSTR

number of closeness score-4 sentences (103 sen-
tences) re-annotated to a score of 1, and score-5
sentences (23 sentences) to a score of 3, due to the
TOKENCONSTR application.

We use TOKENCONSTR adversarial sentences
where these improve over TEXTFOOLER ones, and
TEXTFOOLER ones otherwise. As shown in Table
9, this enhances the overall adversarial closeness
distribution. The average closeness score decreased
to 2.54 from 2.82, and the percentages of sentences
with scores of 1, 2, and 3 increased significantly
to 10.86%, 33.04%, and 44.24%, respectively, sug-
gesting a closer alignment to the original texts.

In terms of inter-annotator disagreement, pre-
sented in the Table 10, the average level of dis-
agreement § decreased to 0.58 from 0.62 for ToO-
KENCONSTR, with increases in the C'¢; levels of 0
and 1 from 7% to 8% and from 32.33% to 35.33%
respectively. However, a substantial degree of dis-
agreement persists, with the highest level of dis-
agreement C'0 = 4 at 4.67%, slightly lower than
the 5% observed for TEXTFOOLER.

We observe that these improvements in human-
judged closeness — where in 247/449 cases TO-
KENCONSTR sentences show better closeness to
the original ones than TEXTFOOLER— there is no
clear relationship to automated readability scoring.
Among these 247 sentences, 135 TEXTFOOLER in-
stances have lower readability scores than originals,

with an average FRE score reduction of 9.18. To-
KENCONSTR also obtains lower readability in 116
cases compared to the originals, with an average
readability reduction of 8.57.

6 Conclusion and future work

In this work, we deepened the exploration of hu-
man perceptions of adversarial sentences, extend-
ing beyond isolated suspiciousness to look at how
humans perceive closeness between original sen-
tences and their adversarial alternatives. We then
constructed two datasets of these human judge-
ments, giving the judges real and adversarial text
pairs and highlighting the perturbed words. We
showed that, as with the human suspicion dataset of
Tonni et al. (2025), the datasets are of reasonable re-
liability and capture some interesting insights into
human perception of adversarial examples.

Then we identified three types of perturbations
— altered named entities (NEPERT), wrong inflec-
tional parts of speech (POS) of the original words
(INFLECTPERT), and replacement of words to those
from another language (LANGPERT) — and ex-
amined their connection to adversarial closeness,
and also to an automatic metric measuring read-
ing difficulty. We found that human perception of
sentence authenticity is significantly related to at
least the NEPERT perturbations. We then added
constraints based on these perturbations to generate
improved adversarial sentences, with the effective-
ness of these adaptations confirmed through further
human evaluations.

Future work could explore how humans per-
ceive LLM-generated adversarial sentences, espe-
cially those designed to preserve author anonymity
through stylometric considerations (Kandula et al.,
2024; Fisher et al., 2024; Staab et al., 2025). The
naturalness and imperceptibility of the adversar-
ial sentences produced by LLMs have already
been considered a crucial factor by Xu and Wang
(2024). Additionally, Faustini et al. (2025) found
that LLMs often produce texts that vary signifi-
cantly from the original ones. Thus, evaluating
the adversarial closeness of such generated sen-
tences and applying the TOKENCONSTR in LLM
prompts in sentence generation would also be valu-
able. Also, further work on the automated pre-
diction of human perception of adversarial close-
ness and investigation of the connection between
readability and human perception may reveal more
insights into adversarial text quality.



7 Limitation

This study primarily examines perturbations intro-
duced by TEXTFOOLER, a single adversarial attack.
Extending this analysis to other adversarial attacks
and domains could identify additional perturba-
tions that significantly influence human perception
of adversarial sentences. Furthermore, exploring
ways to predict human perception of adversarial
closeness by the language models can help to build
a useful automated adversarial closeness scorer be-
sides human evaluation.
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Appendix

A Adversarial closeness vs.
suspiciousness.

Comparing human evaluations for MOVIERE-
VIEW TEXTFOOLER suspiciousness and adversar-
ial closeness scores (illustrated in the Figure 1). we
get a substantial correlation with Pearson’s corre-
lation coefficient of 0.58, suggesting that they are
fairly closely aligned. However, in case of sus-
piciousness, the human judges generally avoided
choosing a score of 3 to indicate “uncertain”, while
for adversarial closeness judges choose a score of
3, as a rank, quite freely.

So, removing the scores of 3, implying a definite
opinion (scores of 1 —2 and 4—5), we see the scores
are skewed towards the non-suspicion with 69.49%
of the sentences to be less suspicious (scored 1 and
2) and 21.22% to be more suspicious (scored 4
and 5), which varies drastically for closeness. In
adversarial closeness, only 41.96% sentences are
deemed to resemble the originals (scores of 1 and
2) and 33.88% to be very different (scores of 4 and
5).
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Figure 1: Human judgements (%) of a) human suspi-
ciousness and b) adversarial closeness to the original
sentence of MOVIEREVIEW

B Flesch Reading Ease (FRE)

It’s calculated using average sentence length and
the average number of syllables per word, with
polysyllabic words having a larger impact than on
grade-level scores. The score ranges from 0 to 100,
with higher scores indicating easier readability and
lower scores indicating more complex material.

Flesch Reading Ease (FRE) scores, developed by
Flesch (1979) (originally proposed in 1940) while
working with the Associated Press as a method for
improving the readability of newspapers.

The score indicates how easy or difficult a piece
of text is to understand, based on a formula that
considers average sentence length and the average
number of syllables per word. Thus, polysyllabic
words affect this score significantly more than they
do the grade-level score. This score is interpreted
on a scale where higher scores indicate material
that is easier to read, and lower scores indicate
more complex material.

The score typically ranges from 0 to 100, with
higher scores indicating easier readability. The
score can be interpreted as follows:

* 90-100: Very Easy to read. Easily understood

by an average 11-year-old student.

» 80-89: Easy to read. Conversational English
for consumers.

70-79: Fairly easy to read.

60-69: Plain English. Easily understood by
13- to 15-year-old students.

50-59: Fairly difficult to read.

30-49: Difficult to read.

0-29: Very difficult to read. Best understood
by university graduates.

Later, Kincaid et al. (1975) derives the following
adjusted version of the FRE score by conducting
multiple regression analysis for the U.S. Navy:

Flesh-Kincaid readability score = 0.39 x _total words _
total sentences

total syllables 15.59
total words
(3

However, in our experiments, we found that the
adversarial perturbations have a greater impact on
the FRE scores than on the Flesch-Kincaid read-
ability scores. Thus, we use FRE as an automated
metric to assess the effect of the perturbations.

+11.8 %



C TOKENCONSTR Sentence Generation

An example original sentence and its TOKEN-
CONSTR sentence generation using the TextAttack
framework is illustrated in Table 11.

Original had tyre fitted at national tyres in skelmersdale
was in and out within mins. excellent service
will recommend and certainly use again

Transformation had tyre at national

in skelmersdale was in and out within mins.
excellent will
recommend and certainly use again

Tan et al. (2020)

Constraint Orig. token: service

Orig. inflections: [‘services’, ‘service’,
‘service’, ‘serviced’, ‘servicing’
‘services’, ‘service’, ‘service’]

Orig. inflection POS: ['NNS’, ‘NN’,
‘VBD’, ‘VBG’, ‘'VBZ’, ‘VB’, ‘VBP’]
Pert. token: servicing

Pert. inflection POS:

Orig. token: excellent

Orig. inflections:[ ‘excellent’]
Orig. inflection POS: [JJ’]
Pert. token: marvelous

Pert. inflection POS:

INFLECTCONSTR had wheeled adjusting at national tyres in skelmersdale
was in and out within mins.

will recommend and certainly use again

Table 11: TRUSTPILOT example applying two-step IN-
FLECTCONSTR- as a transformation following Mor-
pheus (Tan et al., 2020) and as a constraint

D MTurk Ul and HIT Setup

The MTurk user interface with an example
sentence-pair is shown in Figure 2. We present
each pair of sentences as a single HIT and ask to
score how close the “computer-altered” sentence
is to the “human-written” one. Mturkers were
paid A$0.13/HIT, which is the standard rate of
A$0.20/HIT. To control the quality of the collected
annotations, we only choose English-speaking
workers with an MTurk Master’s level qualifica-
tion and HIT approval rate above 95%. The Ama-
zon Mechanical Turk user interface is illustrated in
Figure 2.

E Multiple Linear Regression Analysis

The results of multiple linear regression analysis
between the three perturbations and their adversar-
ial closeness score are reported in Table 12 and the
results of the analysis between the perturbations
and the inter-annotator disagreement in Table 13.



Instructions | | Shortcuts ‘

How close is the computer-altered sentence (modifications in characters, words, etc. by a computer

algorithm) to the original one?

Original

alamo provided great service for our car hire in boston usa the staff at the pick up were very effecient
and friendly the car was provided as booked and the whole experience of collecting using and
returning the vehicle was extremely smooth i would certainly use rentalcars to book my next car hire

Computer-altered

lubbock provided great serves for our car hire in boston usa the staff at the pick up were very
effecient and friendly the car was provided as booked and the whole experience of collecting using
and returning the vehicle was extremely tidy i would certainly resort rentalcars to book my next car

hire

Select an option

Very close 1

;o os W N

Very different

Figure 2: MTurk UI with a TRUSTPILOT sentence for the adversarial closeness judgement

Regression Statistics

Multiple R 0.072 R Square 0.005 Adjusted R Square 0.004  Std. Error 1.013
ANOVA
df SS MS F Sig. F
Regression 3 9.647 3216 3.131 0.025
Residual 1796 1844.751  1.027
Total 1799 1854.398
Coeff. Std.  tStat P-val. Lower Upper Lower Upper
Error 95% 95% 95.0% 95.0%
Intercept 2.800 0.030 94.308 0 2742  2.858 2.742 2.858
NEPERT 0.316 0.105  3.020 0.003 0.111 0.521 0.111 0.521
INFLECTPERT  0.013 0.051 0.253 0.800 -0.086  0.113 -0.087 0.113
LANGPERT -0.074 0.218 -0.340 0.734 -0.501 0.353 -0.501 0.353

Table 12: Multiple linear regression output for the three perturbations against the adversarial closeness

F Adversarial Examples

MOVIEREVIEW  sentences  attacked by
TEXTFOOLER and along with obtained hu-
man judgements on the adversarial closeness
scores and suspiciousness score according to Tonni
et al. (2025) are depicted in Table 14. Similarly,
Table 4 illustrates examples on TRUSTPILOT.
Table 17 contains example sentences showing both
TEXTFOOLER and TOKENCONSTR versions and
their closeness scores. We also give examples
of how readability differs between real and
TEXTFOOLER sentences on TRUSTPILOT in Table
16.



Regression Statistics

Multiple R 0.225 R Square 0.051 Adjusted R Square 0.041  Std. Error 0.976
ANOVA
df SS MS F Sig. F
Regression 3.000 15.067 5.022 5274 0.001
Residual 296.000 281.879  0.952
Total 299.000 296.947
Coeff. Std.  tStat P-val. Lower Upper Lower Upper
Error 95% 95% 95.0% 95.0%
Intercept 1.700 0.081 20.869 0.000 1.539 1.860  1.539 1.860
NEPERT 0.469 0.120  3.891 0.001 0.232 0.706  0.232 0.706
INFLECTPERT  -0.032 0.116 -0.281 0.779 -0.260  0.195 -0.260 0.195
LANGPERT 0.225 0442  0.510 0.610 -0.645 1.096 -0.645 1.096

Table 13: Multiple linear regression output for the three perturbations against the C'§;

Text Pert. Type Suspiciousness Closeness
(Tonni et al., 2025)

orig. — a markedly inactive film city is conversational bordering on confessional. =~ INFLECTPERT 2 1

adv. — a markedly idling film city is conversational bordering on confessional. 4

orig. — what the four feathers lacks is genuine sweep or feeling or even INFLECTPERT 1

a character worth caring about. 1

adv. —what the four feathers rarity is genuine sweep or feel or even a character 3

worth caring about.

orig. — frida is certainly no disaster but neither is it the kahlo movie frida fans NEPERT 1

have been looking for. 5

adv. — frida is visibly no disaster but neither is it the kahlo stills freda fans 5

have been looking for.

orig. — the movie would seem less of a trifle if ms. sugarman followed through NEPERT 2

on her defiance of the saccharine. 4

adv. — the movie would seems less of a trifle if tatjana. sugarman followed 4

through on her defiance of the saccharine.

orig. — crystal and de niro manage to squeeze out some good laughs but not NEPERT / 1

enough to make this silly con job sing. LANGPERT 5

adv. — crystalline and las pesci manage to squeeze out some nice amused but 5

not enough to make this nutty con mission sing.

orig. — boasts eye-catching art direction but has a forcefully quirky tone that LANGPERT 2

quickly wears out its limited welcome. 3

adv. — boasts eye-catching art direction but has a forcefully quirky tone that 5

quickly porte out its limited welcome.

Table 14: MOVIEREVIEW sentences with adversarial perturbations by TEXTFOOLER- changes in the morphological
inflection (INFLECTPERT), changes in named entities (NEPERT) and spurious perturbations from or to non-English
words (LANGPERT) along with obtained human judgements on the adversarial closeness scores on them. We also
report the suspiciousness scores from Tonni et al. (2025)



Text Pert. Type Closeness

orig. — live chat feature enabled me to make an informed purchase after speaking with a INFLECTPERT 3
technical salesperson cheers mike

adv. — live chat mannerisms empowering me to make an informed purchase after speaking

with a technician salesperson cheers michaela

orig. — every time I've ordered something from Playcom something has gone wrong and that  INFLECTPERT 4
covers the last five years stick to Amazon or eBay

adv. — every time i’ve ordered something from playcom something has gone amiss and that

blanket the iast five aged stick to amazon or ebay

orig. — i bought gb of compatible ram from crucialcom based on their system scanner NEPERT 4
software

adv. — i bought megs of obedient ramallah from crucialcom reasoned on their programmes

scanning sw

orig. — having spent a lot of time and money importing gbics and dac cables from the us and ~ NEPERT 5
china i decided to leave the hassle

adv. — having spent a lot of time and money importing gbics and dac yarn from the us and

porcelain i decided to leave the hassle

orig. — a saving of over is anticipated against my next full years bill LANGPERT 4
adv. — a saving of over is anticipated against my next holistic aged lois

orig. — got what i wanted at a good price and came straight away pucker LANGPERT 3
adv. — got what i wanted at a lovely costa and came straight away pouty

Table 15: TRUSTPILOT TEXTFOOLER generated sentences with INFLECTPERT, NEPERT and LANGPERT perturba-
tions and their closeness scores (lower is better).

Text FRE Score
orig. — good quality and very cheap capo that does what it should very quick delivery as well 63.70
adv. — good quality and exceedingly affordable capo that does what it would extraordinarily speedy delivery as also 5.53

(closeness:3)

orig. — arrived on time less than hrs what more can i say will use again 89.90
adv. — took on time cheaper than afternoon what more can i explaining yearning used again 59.68
(closeness:5)

Table 16: FRE readability scores TRUSTPILOT original and TEXTFOOLER sentences along with their closeness
scores.



Orig. #1 live chat feature enabled me to make an informed purchase after speaking with a technical salesperson cheers mike

TEXTFOOLER (closeness:3) #

live chat mannerisms empowering me to make an informed purchase after speaking with a technician salesperson cheers michaela
TOKENCONSTR (closeness:2) #

live chat feature helps me to make an informed purchase after speaking with a technical marchand cheerfulness mike

Orig. #2 alamo provided great service for our car hire in boston usa the staff at the pick up were very effecient and the whole
experience of collecting using and returning the vehicle was extremely smooth

TEXTFOOLER (closeness:3) #

lubbock provided great serves for our car hire in boston usa the staff at the pick up were very effecient and the whole experience
of collecting using and returning the vehicle was extremely tidy

TOKENCONSTR (closeness:2) #

alamo provided wonderful serves for our car hire in boston usa the servants at the pick up were very efficient and the whole
experience of collecting using and returning the vehicle was extremely smoothly

Orig. #3 having spent a lot of time and money importing gbics and dac cables from the us and china i decided to leave the hassle

TEXTFOOLER (closeness:5) #

having spent a lot of time and money importing gbics and dac yarn from the us and porcelain i decided to leave the hassle
TOKENCONSTR (closeness:3) #

having spent a lot of time and money importing gbics and dac telegrams from the us and china u decided to leave the hassle

Orig. #4 gak used before always on the short list for places to buy from delivered on time easy website and checkout

TEXTFOOLER (closeness:5) #

cuma used before always on the short list for places to buy from delivered on time easy website and lookat
TOKENCONSTR (closeness:3) #

gak used before always on the little list for places to buy from dispatched on time easy website and lookat

Orig. #5 dude this place is great for scrapping any unwanted computor and they give you a quote no strings attached

TEXTFOOLER (closeness:4) #

matti this placing is great for remove any unwanted computor and they give you a quote no fetters attached
TOKENCONSTR (closeness:3) #

mate this place is great for scrapping any unwanted machine and they give you a quote no strings attached

Table 17: TRUSTPILOT and TOKENCONSTR sentences and obtained human closeness scores on them.
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